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(54) Integrated wireless telecommunication and local area network system 



(57) The invention includes a network system and 
method and apparatus for integrating wireless LAN and 
mobile telecommunications system. A network proxy 
and a terminal proxy are provided to allow a terminal 
(10) to connect to a network (1) and use any one of a 
number of connection interfaces. The proxies allow for 
switching between interfaces, and hide the switching 
from the higher layers of the communications protocol. 
Switching is managed in the link layer. 
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Description 

[0001 ] This invention relates to a method and appara- 
tus for integrating wireless LAN and mobile telecommu- 
nications and, in particular for an integrated Wireless 5 
LAN and telecommunication data card. The invention 
also relates to a network system, including at least one 
terminal and means for connecting to said network sys- 
tem. 

[0002] The user of a portable computer or small 10 
mobile data terminal may be connected to a Local Area 
Network (LAN) by a number of different systems. The 
LAN may provide for wireless connection, using a Wire- 
less LAN cord and an aerial. Alternative, access via a 
telephone dial-up service, using for example a telecom- is 
munication data card and a mobile telephone, or an 
integrated card, may be provided to the user when out- 
side the range of the wireless LAN. These systems pro- 
vide the user with a degree of flexibility, but require the 
user to log-on to the LAN each time the mode of access 20 
(or interface) is altered. 

[0003] There is a need for network access systems 
which are flexible, and yet require the minimum of hard- 
ware, since this increases the weight and the cost. 
[0004] According to a first, aspect of the invention 25 
there is provided a network system including: a termi- 
nal; and means for connecting the terminal to the net- 
work via at least two interfaces characterised in that 
means for switching the network connection between 
one interface and another are provided and further 30 
characterised in that a network proxy and a terminal 
proxy, adapted to redirect data packets in the link layer, 
are provided to support seamless switching between 
one interface and the other. 

[0005] The invention thus provides simple, efficient 35 
and light weight method and apparatus for connecting to 
a network. The invention enables the user to stay con- 
nected to the network whilst roaming inside a building 
and whilst away from the building. The invention 
switches seemless between the two connections and 40 
enables a single card to be utilised to perform both func- 
tions. Using a single card has additional benefits in 
terms of power requirements and battery life. 
[0006] The invention provides a mechanism that 
switches between communication interfaces without 45 
affecting the higher layer communications protocols, 
either in the mobile terminal or in the network. To the 
upper protocol layers, the invention provides a single 
network interface, regardless of the particular mode of 
connection. so 
[0007] The network proxy and the terminal proxy are 
functional blocks within the network architecture which 
support for seamless switching. The proxies may be tai- 
lored to each particular network and terminal combina- 
tion. 55 
[0008] Embodiments of the invention are described 
below, and with reference to the following figures, in 
which: 



Figure 1 shows in outline a network configuration. 

[0009] The information related to the capabilities of 
the network, are stored in a network proxy. The informa- 
tion relating to the capabilities of a terminal, 10, is 
stored in a terminal proxy. The terminal may connect to 
the network using conventional wireless LAN connec- 
tion, using the combined data and Wireless LAN card 
11, antennae 12 and 14 and the wireless LAN access 
point 16. Once connected, the terminal may communi- 
cate with other devices on the network via an ethernet 
backbone 1 . Alternatively, the terminal may connect to 
the network using a telephone dial up service, via the 
data card 1 1 and cellular mobile telephone. The dialup 
service allows the terminal to log-on to the network, 
using the cellular mobile and public switched telephone 
services, 15, 17 and 18 via a dial up server 19. 
[001 0] To the upper protocol layers of the terminal, the 
combined card 11 appears as a single LAN interface, 
regardless of whether the terminal is currently con- 
nected via the wireless LAN or cellular data network. 
This means that none of the higher layer protocols need 
to modify their behaviour, or be aware of the mobile ter- 
minals movement. In the following examples, an ether- 
net network system running TCP/IP is used as an 
example. 

[0011] The switching mechanism is responsible for 
hiding the movement of the mobile terminal from the 
higher protocol layers. When the mobile terminal is 
communicating via the wireless LAN interface, the appli- 
cation transmits packets (including address resolution 
requests) as normal. 
[0012] The switching mechanjsmj^^ 
t he wireless LAN interface and c q»i 'lar Hata intQrf^gQ to 
determine the current signal strength of the two inter- 
facesTTTiexledsiorHo-switeh-c based upbn 

a xiumb,eLJ)fJacto4Sr-Qne-possmility is that wherfthe 
wireless LAN signal strength drops below a given 
thresholcTtlTe~SwTtcning runction activates ine cellular 
data interface an d then de-activat es t he wireless LAN 
inteHacerSwitchln g decisions can also be ma de on the 
basis off" neasured error rates: bandwidth: or cost.- 
[001 3] When the switching mechanism decides to per- 
form a switch two scenarios are possible: (1) switching 
from the wireless LAN interface to the cellular data inter- 
face or (2) switching from the cellular data interlace to 
the wireless LAN interface. The functions performed by 
the switching function in both cases are described 
below: 

1) Moving from the wireless LAN to the cellular data net- 
work 

[0014] Initially the switching function activates the cel- 
lular data interface, registers with the cellular data net- 
work, and creates a dial-up connection to the configured 
address of the dial-up server. During the dial-up proc- 
ess the dial-up server will inform the mobile terminal of 
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the IP address it should use for this interface. The 
switching function must then send a mobile IP message 
to the network phone indicating the mobile terminals 
currently active IP address. The network proxy will then 
send a gratuitous ARP message over its IP subnetwork 
saying that traffic destined for the mobile terminal's 
home address should be sent to the home agent The 
network proxy will thus receive data destined for the 
mobile terminal, this is then encapsulated in an IP 
header containing the dial-up interface IP address and 
transmitted to the mobile terminal via the dial-up server. 
When the integrated card receives the IP packet it must 
strip off the outer header and pass the packet up to the 
upper protocol layers. This means the upper protocol 
layers will always send and receive traffic with the wire- 
less LAN IP address. When the wireless LAN interface 
is activated again, the card must transmit a gratuitous 
ARP to the network containing the wireless LAN IP and 
MAC addresses. 

[001 5] At this point, the wireless LAN interface on the 
card should be deactivated. Traffic arriving from the 
upper layers of the mobile terminal protocol stack will 
now be forwarded via the cellular data interface. The 
higher layer protocols will still assume that the mobile 
terminal is attached to a LAN, and hence will generate 
ARP requests for terminals residing on the same subnet 
as the wireless LAN. Via the dial-up connection from the 
cellular data interface. MAC addresses are not required 
since this is a point-to-point connection to the dial-up 
server. However the higher protocol layers expect a 
response. The following alternative approaches can be 
followed to provide the higher layers with a response so 
that they will continue to forward data traffic to the card 
for transmission. 

* The switching function captures the ARP request 
and generates an ARP response with a dummy 
MAC address which it forward to the higher layer 
protocols. This will enable the upper protocol layers 
to forward the queued traffic in a timely manner. 
The ARP request can then be discarded. 

* An alternative is to still forward the fake ARP 
response to the higher layers but to queue the ARP 
request so that when the switching function acti- 
vates the wireless LAN interface again, all of the 
queued ARP requests can be transmitted. The 
responses would then be forwarded to the upper 
layer protocols to overwrite the ARP cache contain- 
ing the fake MAC address. 

* An alternative is to send the fake ARP response to 
the higher layer protocols, but to also forward the 
ARP requests to the dial-up server. The dial-up 
server should then forward it over the local subnet 
to obtain a response. When the dial-up server 
receives a response it should forward it to the 
mobile terminal. In this case the integrated card 
should forward the ARP response to the higher pro- 
tocol layers to update the ARP translation informa- 



tion. This approach has the advantage that when 
the mobile terminal moves back to the wireless LAN 
it will already contain the correct ARP information. 

s [001 6] Traffic from the mobile terminal will travel to the 
rest of the network via the cellular data interface. Traffic 
destined for the mobile terminal will be received by the 
dial-up server and forwarded to the mobile terminal. 

10 2) Moving from the cellular data network to the wireless 
LAN 

[0017] When the switching function makes the deci- 
sion to move to the wireless LAN interface, this interface 

is should be re-activated. When the wireless LAN inter- 
face is active the mobile terminal must send a gratuitous 
ARP message indicating its current IP address and 
MAC address. It must also send a message to the home 
agent indicating that it is now connected via the wireless 

20 LAN interface and what its current IP and MAC address 
is. The network proxy should then broadcast a gratui- 
tous ARP stating the current mobile terminal's IP 
address and MAC address. The switching function 
should then trigger the necessary local ARP recovery 

25 function chosen from the alternatives above. At this 
point the cellular data interface should be de-activated. 
Traffic from the mobile terminal will then flow via the 
wireless access point to the rest of the subnet. Traffic 
arriving from other hosts will be forwarded to the mobile 

30 terminal by the wireless LAN access point. 

[0018] The wireless LAN access point and dial-up 
server may be integrated into a single device which also 
implements the network proxy. In this case, all traffic to 
and from other hosts will always be routed via the same 

35 device, regardless of whether the integrated card wire- 
less LAN or cellular data interface is active. This means 
that when the active interface changes gratuitous ARPs 
no longer need to be transmitted over the network. In 
this case when the switching function decides to change 

40 the active interface it sends a message to the integrated 
wireless forwarding device indicating the new active 
interface. This integrated forwarding device is then 
responsible for forwarding the traffic via this new inter- 
face. This has the benefit that the rest of the network is 

45 unaware of which interface on the integrated card is cur- 
rently active. It also means that traffic follows an optimal 
route to the mobile terminal rather than having to be for- 
warded through multiple network devices. It also 
reduces the complexity of the switching function since 

so mobile IP does not need to be implemented within the . 
card. 

[001 9] The following proxies use the highest preferred 
network that has an acceptable signal strength. If a 
more preferred network becomes available again, the 
55 proxy swaps back to it. If the network currently in use 
becomes unacceptable and there are no higher pre- 
ferred networks available the proxy drops to the next 
lower preferred network if that is available. 
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Terminal proxy 
[0020] 

when connected to the wireless LAN s 
while the wireless Ian signal strength is greater than 
an acceptable level 

continuously gather the wireless Ian signal strength 
and apply a smoothing function to remove transient 
signal strength fluctuations 10 
continuously gather the dial-up network signal 
strength and apply a smoothing function to remove 
transient signal strength fluctuations 
forward any data received from the terminal's 
higher layers over the wireless Ian interface 15 
forward data received from the wireless Ian inter- 
face to the higher layers of the terminal 
when the wireless Ian signal strength is below an 
acceptable level 

send a handover signal to the network proxy indi- 20 
eating that the terminal is moving from a wireless 
Ian to a dial-up connection 
create a dial-up connection to the network proxy 
when the dial-Lp connection is created deactivate 
the wireless Ian interface when connected to the 25 
dial-up interface 

while the wireless Ian signal strength is below an 
acceptable level and the dial-up signal strength is 
above an acceptable network (NB if these are the 
only two available networks a signal strength above 30 
zero may be acceptable) 

continuously gather the wireless Ian signal strength 
and applying a smoothing function to remove tran- 
sient signal strength fluctuations 
continuously gather the dial-up network signal 35 
strength and apply a smoothing function to remove 
transient signal strength fluctuations 
forward any data received from the terminal's 
higher layers over the dial-up interface including 
address resolution requests 40 
forward data received from the dial-up interface to 
the higher layers of the terminal including address 
resolution responses 

when the wireless Ian signal strength is above an 
acceptable level <s 
send a handover signal to the network proxy indi* 
eating that the terminal is moving from a dial-up 
connection to a wireless LAN connection 
activate the wireless LAN interface 
tear-down the dial-up connection to the network so 
proxy 

when both the wireless LAN and dial-up signal 
strengths are below an acceptable level 
inform the higher layers that no networks are cur- 
rently available 55 
inform the network proxy no networks are currently 
available 

tear down the dial-up connection 



Network proxy (for wireless LAN bridge, dial-up server 
and mobility support) 

[0021] 

if the proxy receives data for terminal x 

if terminal x is accessible via the wireless LAN 
forward data over the wireless LAN interface to 
the terminal 

otherwise if terminal x is accessible via the dial- 
up interface 

forward data over the dial-up interface to the 
terminal 

otherwise if the terminal is not accessible by 
any network 

inform the sender of the packet that the termi- 
nal is not accessible 

if the proxy receives data from terminal x 
forward the data to the destination 
if the proxy receives a handover request from 
terminal x 

if the terminal is moving to a dial-up connection 
add the terminal to the list of current dial-up ter- 
minals 

when the dial-up connection is active and the 
terminal was previously connected to a wire- 
less LAN interface 

remove the terminal from the list of current 
wireless LAN terminals 

if the terminal is moving to a wireless LAN con- 
nection 

add the terminal to the list of current wireless 
LAN terminals remove the terminal from the list 
of current dial-up terminals 

Claims 

1 . A network system including: a terminal; and means 
for connecting the terminal to the network via at 
least two interfaces characterised in that means for 
switching the network connection between one 
interface and another are provided and further 
characterised in that a network proxy and a terminal 
proxy, adapted to redirect data packets in the link 
layer, are provided to support seamless switching 
between one interface and the other. 

2. A network system as claimed in claim 1 character- 
ised in that the terminal has one link layer address 
which is used by the terminal regardless of the con- 
necting interface. 

3. A network system as claimed in claim 1 character- 
ised in that the network proxy hides the switching 
from other devices connected to the network. 

4. A network system as claimed in claim 1 character- 
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ised in that the terminal proxy hides the switching 
from higher layers in the terminal. 
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